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01 –Fundamentals of Data Communication 
and network topology 

Marks:-16 

Content of Chapter:- 
1.1 Data communication and its characteristics 
1.2 Components of data communication Transmitter, Receiver, Medium, Message, Protocol. Standards, 

Standard organizations. Basic block diagram ofdata communication system 
1.3 Data Transmission: Serial, Parallel Synchronous, Asynchronous, Synchronous transmission 
1.4 Transmission characteristics: Signaling rate, data rate, bit rate, baud rate 
1.5 Need of computer networks, Networkcriteria, advantages of networking 
1.6 Network topologies: Mesh, Star, Bus,Tree, Ring and Hybrid topologies Schematic diagram,working, 

advantages,disadvantages and applications. 
1.7 Network Classification : 

 Based on Transmission Technologies :Point to-point, Multipoint, Broadcast  
Based on physical size(scale):PAN, BAN, LAN, MAN, WAN,VPN  
Based on Architecture: Peer to Peer, Client Server, advantages of Client Sever over Peer-to-Peer Model. 

 
1. A topology that is responsible for describing the geometric arrangement of components that make up the 
LAN. 
a) Complex 
b) Physical 
c) Logical 
d) Incremental 
Answer: b 
Explanation: It is referred to as a physical LAN topology. LAN stands for Local Area Network. 
 
2. Bus is a type of topology. 
a) True 
b) False 
Answer: a 
Explanation: The statement is true. Bus topology is an arrangement where all nodes are interconnected 
using a single-cable. 
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3. _____ LAN topology describes the possible connections between pairs of networked end-points that can 
communicate. 
a) Complex 
b) Physical 
c) Logical 
d) Incremental 
Answer: c 
Explanation: A logical LAN topology describes the possible connections. LAN stands for Local Area 
Network. 
 
4. A term that refers to the way in which the nodes of a network are linked together. 
a) network 
b) topology 
c) connection 
d) interconnectivity 
Answer: b 
Explanation: Topology is a term that refers to the way in which the nodes are connected. There are 4 major 
topology networks. 
 
5. A network comprising o multiple topologies. 
a) Complex 
b) Hybrid 
c) Bus 
d) Star 
Answer: b 
Explanation: A hybrid network consists of multiple topologies. It can comprise a ring, a star and other 
topologies. We call this arrangement as a hybrid network. 
 
6.  The participating computers in a network are referred to as: 
a) Clients 
b) Servers 
c) Nodes 
d) CPUs 
Answer: c 
Explanation: They are referred to as the nodes. There are several topologies designed for arrangements of 
these nodes like bus, star, etc. 
 
7.  A topology that involves Tokens. 
a) Star 
b) Ring 
c) Bus 
d) Daisy Chaining 
Answer: b 
Explanation: Ring topology involves sending and receiving of data with the help of tokens. Ring started out 
as a simple peer-to-peer LAN topology. 
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8. A ____________WAN can be developed using leased private lines or any other transmission facility 
a) Hybrids 
b) peer-to-peer 
c) Two-tiered 
d) Three-tiered 
Answer: b 
Explanation: A peer-to-peer WAN topology is a relatively simple way of interconnecting a small number of 
sites. It has the least-cost solution for WANs that contain a small number of internetworked locations. 
 
9. A serially connected system of all the hubs of networks. 
a) Bus 
b) Ring 
c) Daisy chains 
d) Star 
Answer: c 
Explanation: The correct option is Daisy chain. This simple approach uses ports on existing hubs for 
interconnecting the hubs. 
 
10.  A piece of information which is sent along with the data to the source computer. 
a) data 
b) module 
c) token 
d) element 
Answer: c 
Explanation: Token is the information that is sent to the source computer along with the data. This token is 
then passed to the next node. 
 
11. Physical or logical arrangement of network is __________ 
a) Topology 
b) Routing 
c) Networking 
d) Control 
Answer: a 
Explanation: Topology in networks is the structure or pattern in which each and every node in the network 
is connected. There are many topologies in networking like bus, tree, ring, star, mesh, and hybrid topology. 
There is no particular best topology and a suitable topology can be chosen based on the kind of application 
of the network . 
 
12.  Which network topology requires a central controller or hub? 
a) Star 
b) Mesh 
c) Ring 
d) Bus 
Answer: a 
Explanation: In star topology, no computer is connected to another computer directly but all the computers 
are connected to a central hub. Every message sent from a source computer goes through the hub and the 
hub then forwards the message only to the intended destination computer. 
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13. ______ topology requires a multipoint connection. 
a) Star 
b) Mesh 
c) Ring 
d) Bus 
Answer: d 
Explanation: In bus topology, there is a single cable to which all the network nodes are connected. So 
whenever a node tries to send a message or data to other nodes, this data passes through all other nodes 
in the network through the cable. It is really simple to install but it’s not secure enough to be used in most of 
the computer network applications. 
 
14. Data communication system spanning states, countries, or the whole world is ________ 
a) LAN 
b) WAN 
c) MAN 
d) PAN 
Answer: b 
Explanation: WAN is the abbreviation for Wide Area Network. This network extends over a large 
geographical area. WANs are used to connect cities, states or even countries. A wireless connection is 
required to build a WAN. The best example of WAN is the Internet. 
 
15.Data communication system within a building or campus is________ 
a) LAN 
b) WAN 
c) MAN 
d) PAN 
Answer: a 
Explanation: LAN is an abbreviation for Local Area Network. This network interconnects computers in a 
small area such as schools, offices, residence etc. It is the most versatile kind of data communication 
system where most of the computer network concepts can be visibly used. 
 
15. WAN stands for __________ 
a) World area network 
b) Wide area network 
c) Web area network 
d) Web access network 
Answer: b 
Explanation: WAN is the abbreviation for Wide Area Network. This network extends over a large 
geographical area. These are used to connect cities, states or even countries. They can be connected 
through leased lines or satellites. 
 
16. In TDM, slots are further divided into __________ 
a) Seconds 
b) Frames 
c) Packets 
d) Bits 
Answer: b 
Explanation: TDM is the abbreviation for Time division multiplexing. It is technique for combining several 
low rate channels to a single high rate channel. For a certain time slot, the several channels could use the 
maximum bandwidth. Each channel is inactive for a period of time too. Some other multiplexing techniques 
are Frequency division multiplexing and Phase division multiplexing. 
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17. _____ is the multiplexing technique that shifts each signal to a different carrier frequency. 
a) FDM 
b) TDM 
c) Both FDM & TDM 
d) PDM 
Answer: a 
Explanation: FDM is an abbreviation for Frequency Division Multiplexing. This technique is used when the 
bandwidth of the channel is greater than the combined bandwidth of all the signals which are to be 
transmitted. The channel is active at all times unless a collision occurs with another channel trying to use 
the same frequency. Some other multiplexing techniques are Time division multiplexing and Phase division 
multiplexing. 
 
18.  When collection of various computers seems a single coherent system to its client, then it is called 
_________ 
a) computer network 
b) distributed system 
c) networking system 
d) mail system 
Answer: b 
Explanation: A Computer network is defined as a collection of interconnected computers which uses a 
single technology for connection. 
A distributed system is also the same as computer network but the main difference is that the whole 
collection of computers appears to its users as a single coherent system. 
Example:- World wide web 
 
19. Two devices are in network if __________ 
a) a process in one device is able to exchange information with a process in another device 
b) a process is running on both devices 
c) PIDs of the processes running of different devices are same 
d) a process is active and another is inactive 
Answer: a 
Explanation: A computer network, or data network, is a digital telecommunications network which allows 
nodes to share resources. In computer networks, computing devices exchange data with each other using 
connections between nodes. The nodes have certain processes which enable them to share a specific type 
of data using a distinct protocol. 
 
20. Which of the following computer networks is built on the top of another network? 
a) prior network 
b) chief network 
c) prime network 
d) overlay network 
Answer: d 
Explanation: An overlay network is a computer network that is built on top of another network. Some 
examples of an overlay network are Virtual Private Networks (VPN) and Peer-to-Peer Networks (P2P). 
 
21.  In computer network nodes are _________ 
a) the computer that originates the data 
b) the computer that routes the data 
c) the computer that terminates the data 
d) all of the mentioned 
Answer: d 
Explanation: In a computer network, a node can be anything that is capable of sending data or receiving 
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data or even routing the data to its destination. Routers, Computers and Smartphones are some examples 
of network nodes. 
 
22.  Communication channel is shared by all the machines on the network in ________ 
a) broadcast network 
b) unicast network 
c) multicast network 
d) anycast network 
Answer: a 
Explanation: In a broadcast network, information is sent to all stations in a network whereas in a multicast 
network the data or information is sent to a group of stations in the network. In unicast network, information 
is sent to only one specific station. The broadcast address of the network is the last assigned address of 
the network. 
 
23. Bluetooth is an example of __________ 
a) personal area network 
b) local area network 
c) virtual private network 
d) wide area network 
Answer: a 
Explanation: Bluetooth is a wireless technology used to create a wireless personal area network for data 
transfer up to a distance of 10 meters. It operates on 2.45 GHz frequency band for transmission. 
 
24. A __________ is a device that forwards packets between networks by processing the routing 
information included in the packet. 
a) bridge 
b) firewall 
c) router 
d) hub 
Answer: c 
Explanation: A router is a networking device that forwards data packets between computer networks. 
Routers perform the traffic directing functions on the Internet. They make use of routing protocols like RIP 
to find the cheapest path to the destination. 
 
25. A list of protocols used by a system, one protocol per layer, is called ________ 
a) protocol architecture 
b) protocol stack 
c) protocol suite 
d) protocol system 
Answer: b 
Explanation: A protocol stack refers to a group of protocols that are running concurrently that are employed 
for the implementation of network protocol suite. Each layer in the network model has to use one specific 
protocol from the protocol stack. 
 
26. Network congestion occurs _________ 
a) in case of traffic overloading 
b) when a system terminates 
c) when connection between two nodes terminates 
d) in case of transfer failure 
Answer: a 
Explanation: Network congestion occurs when traffic in the network is more than the network could handle. 
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To avoid network congestion, the network management uses various open-loop and closed-loop 
congestion control techniques. 
 
27. Which of the following networks extends a private network across public networks? 
a) local area network 
b) virtual private network 
c) enterprise private network 
d) storage area network 
Answer: b 
Explanation: A virtual private network extends a private network across a public network, and enables 
users to send and receive data across shared or public networks as if their computing devices were directly 
connected to the private network.VPN provides enhanced security and online anonymity to users on the 
internet. It is also used to unblock websites which are unavailable in certain regions. 
 
28.  The IETF standards documents are called ________ 
a) RFC 
b) RCF 
c) ID 
d) DFC 
Answer: a 
Explanation: RFC stands for Request For Comments and they are documents that describe methods, 
behaviors, research, or innovations applicable to the working of the Internet. 
 
29. In the layer hierarchy as the data packet moves from the upper to the lower layers, headers are 
___________ 
a) Added 
b) Removed 
c) Rearranged 
d) Modified 
Answer: a 
Explanation: Each layer adds its own header to the packet from the previous layer. For example, in the 
Internet layer, the IP header is added over the TCP header on the data packet that came from the transport 
layer. 
 
30. The structure or format of data is called ___________ 
a) Syntax 
b) Semantics 
c) Struct 
d) Formatting 
Answer: a 
Explanation: The structure and format of data are defined using syntax. Semantics defines how a particular 
pattern to be interpreted, and what action is to be taken based on that interpretation. In programming 
languages, syntax of the instructions plays a vital role in designing of the program. 
 
31. Communication between a computer and a keyboard involves ______________ transmission. 
a) Automatic 
b) Half-duplex 
c) Full-duplex 
d) Simplex 
Answer: d 
Explanation: In simplex transmission, data flows in single direction which in this case refers to the data 
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flowing from the keyboard to the computer. Another example would be of the mouse where the data flows 
from the mouse to the computer only. 
 
32. The first Network was called ________ 
a) CNNET 
b) NSFNET 
c) ASAPNET 
d) ARPANET 
Answer: d 
Explanation: ARPANET stands for Advanced Research Projects Agency Networks. It was the first network 
to be implemented which used the TCP/IP protocol in the year 1969. 
 
33.  A _______ is the physical path over which a message travels. 
a) Path 
b) Medium 
c) Protocol 
d) Route 
Answer: b 
Explanation: Messages travel from sender to receiver via a physical path called the medium using a set of 
methods/rules called protocol. Mediums can be guided (wired) or unguided (wireless). 
 
34. Which organization has authority over interstate and international commerce in the communications 
field? 
a) ITU-T 
b) IEEE 
c) FCC 
d) ISOC 
Answer: c 
Explanation: FCC is the abbreviation for Federal Communications Commission. FCC is responsible for 
regulating all interstate communications originating or terminating in USA. It was founded in the year 1934. 
 
35. Which of this is not a network edge device? 
a) PC 
b) Smartphones 
c) Servers 
d) Switch 
Answer: d 
Explanation: Network edge devices refer to host systems, which can host applications like web browser. A 
switch can’t operate as a host, but as a central device which can be used to manage network 
communication. 
 
36. A _________ set of rules that governs data communication. 
a) Protocols 
b) Standards 
c) RFCs 
d) Servers 
Answer: a 
Explanation: In communications, a protocol refers to a set of rules and regulations that allow a network of 
nodes to transmit and receive information. Each layer in the network model has a protocol set, for example, 
the transport layer has TCP and UDP protocols. 
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37. Three or more devices share a link in ________ connection. 
a) Unipoint 
b) Multipoint 
c) Point to point 
d) Simplex 
Answer: b 
Explanation: A multipoint communication is established when three or many network nodes are connected 
to each other. Frame relay, Ethernet and ATM are some examples of multipoint connections. 
 
38.  Which is not a application layer protocol? 
a) HTTP 
b) SMTP 
c) FTP 
d) TCP 
Answer: d 
Explanation: TCP is transport layer protocol. 
 
39. In layering, n layers provide service to 
a) n layer 
b) n-1 layer 
c) n+1 layer 
d) none of the mentioned 
Answer: c 
Explanation: In layering n layer provides service to n+1 layer and use the service provided by n-1 layer. 
 
40. Which has continuous transmission? 
a) Asynchronous 
b) Synchronous 
c) Asynchronous & Synchronous 
d) None of the mentioned 
Answer: b 
Explanation: Synchronous has continuous transmission where as asynchronous have sporadic 
transmission. 
 
41. Which requires bit transitions? 
a) Asynchronous 
b) Synchronous 
c) Asynchronous & Synchronous 
d) None of the mentioned 
Answer: b 
Explanation: Synchronous transmission needs bit transition. 
 
42. In synchronous transmission, receiver must stay synchronous for 
a) 4 bits 
b) 8 bits 
c) 9 bits 
d) 16 bits 
Answer: c 
Explanation: In synchronous transmission, receiver must stay synchronous for 9 bits. 
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43. Which of this is not a constituent of residential telephone line? 
a) A high-speed downstream channel 
b) A medium-speed downstream channel 
c) A low-speed downstream channel 
d) An ultra-high speed downstream channel 
Answer: c 
Explanation: A low-speed downstream channel is not a constituent of a residential telephone line. But it 
might be just a two-way telephone channel. Internet can be provided through a high-speed downstream 
channel in a residential telephone line. 
 
44. DSL telcos provide which of the following services? 
a) Wired phone access 
b) ISP 
c) Wired phone access and ISP 
d) Network routing and ISP 
Answer: c 
Explanation: DSL stands for Digital Subscriber Line and ISP stands for Internet Service Provider. In a 
Digital Subscriber Line system, the same company which provides phone connection is also an ISP. The 
internet is provided through the pre-installed telephone lines. 
 
45.  The function of DSLAM is to __________ 
a) Convert analog signals into digital signals 
b) Convert digital signals into analog signals 
c) Amplify digital signals 
d) De-amplify digital signals 
Answer: a 
Explanation: DSLAM stands for Digital Subscriber Line Access Multiplexer and it’s used by Telcos to 
convert the analog signals to digital signals for the purpose of providing internet. The DSLAM located in a 
telco’s Central Office does this function. 
 
46. Which of the following statements is not applicable for cable internet access? 
a) It is a shared broadcast medium 
b) It includes HFCs 
c) Cable modem connects home PC to Ethernet port 
d) Analog signal is converted to digital signal in DSLAM 
Answer: d 
Explanation: CMTS stands for Cable modem termination system. In cable access analog signal is 
converted to digital signal by CMTS. In cable internet access, internet is not provided through telephone 
lines. DSLAM is used by Telecom companies. 
 
47. Among the optical-distribution architectures that are essentially switched ethernet is __________ 
a) AON 
b) PON 
c) NON 
d) MON 
Answer:a 
Explanation: AON stands for Active optical networks which are essentially switched Ethernets. Each user 
has his/her own dedicated optical fiber line connecting to the ISP in an AON. 
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48. StarBand provides __________ 
a) FTTH internet access 
b) Cable access 
c) Telephone access 
d) Satellite access 
Answer: d 
Explanation: StarBand was a two-way satellite broadband Internet service available in the U.S. from 2000–
2015. It was discontinued from September 30 2015 due to increasing competition from other ISPs. 
 
49. Home Access is provided by __________ 
a) DSL 
b) FTTP 
c) Cable 
d) All of the mentioned 
Answer: d 
Explanation: Home Internet Access is provided by DSL, FTTP, and Cable. FTTP provides the fastest 
speeds followed by the cable connections and then the DSLs. FTTP is popularly used in modern 
connections. 
 
50. ONT is connected to splitter using _________ 
a) High speed fibre cable 
b) HFC 
c) Optical cable 
d) Twisted pair cable 
Answer: c 
Explanation: ONT stands for Optical Network Terminal. The ONT connects to the Termination Point (TP) 
with an optical fibre cable. It translates light signals from the fibre optic line to electric signals that the router 
can read. 
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02 – Network Models Marks:-12 

Content of Chapter:- 
2.1 TCP/IP protocol suite with define protocols in respective Layers: Physical layer, Data Link Layer, Network 

Layer, Transport Layer, Application Layer 
2.2 Addressing in TCP/IP: Physical, logical, Port and specific 
2.3 The ISO - OSI model: Physical layer, Data Link Layer, Network Layer, Transport Layer, Session Layer, 

Presentation Layer, Application Layer. 
 

1. What layer in the TCP/IP stack is equivalent to the Transport layer of the OSI model? 
a) Application 
b) Host to host 
c) Internet 
d) Network Access 
Answer: b 
Explanation: The four layers of the TCP/IP stack (also called the DoD model) are Application/Process, 
Host-to-Host, Internet, and Network Access. The Host-to-Host layer is equivalent to the Transport layer of 
the OSI model. 
 
1. You want to implement a mechanism that automates the IP configuration, including IP address, subnet 
mask, default gateway, and DNS information. Which protocol will you use to accomplish this? 
a) SMTP 
b) SNMP 
c) DHCP 
d) ARP 
Answer: c 
Explanation: Dynamic Host Configuration Protocol (DHCP) is used to provide IP information to hosts on 
your network. DHCP can provide a lot of information, but the most common is the IP address, subnet mask, 
default gateway, and DNS information. 
 
2. The DoD model (also called the TCP/IP stack) has four layers. Which layer of the DoD model is 
equivalent to the Network layer of the OSI model? 
a) Application 
b) Host to Host 
c) Internet 
d) Network Access 
Answer: c 
Explanation: The four layers of the DoD model are Application/Process, Host-to-Host, Internet, and 
Network Access. The Internet layer is equivalent to the Network layer of the OSI model. 
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3. Which of the following protocols uses both TCP and UDP? 
a) FTP 
b) SMTP 
c) Telnet 
d) DNS 
Answer: d 
Explanation: DNS and some other services work on both TCP and the UDP protocols. DNS uses TCP for 
zone exchanges between servers and UDP when a client is trying to resolve a hostname to an IP address. 
 
4. Length of Port address in TCP/IP is _________ 
a) 4bit long 
b) 16bit long 
c) 32bit long 
d) 8 bit long 
Answer: b 
Explanation: TCP and UDP port numbers are 16 bits in length. So, valid port numbers can theoretically take 
on values from 0 to 65,535. These values are divided into ranges for different purposes, with certain ports 
reserved for particular uses. 
 
5. TCP/IP layer is equivalent to combined Session, Presentation and _________ 
a) Network layer 
b) Application layer 
c) Transport layer 
d) Physical layer 
Answer: b 
Explanation: TCP/IP network model is a hierarchical protocol made up of interactive modules, each of 
which provides a specific functionality; however, the modules are not necessarily interdependent. It is 
equivalent to combined session, presentation and application layer. 
 
6. How many levels of addressing is provided in TCP/IP protocol? 
a) One 
b) Two 
c) Three 
d) Four 
Answer: d 
Explanation: Four levels of addresses are used in the internet employing the TCP/IP protocols. They are 
physical (link) addresses, logical (IP) addresses, port addresses, and specific addresses. 
 
7. Virtual terminal protocol is an example of _________ 
a) Network layer 
b) Application layer 
c) Transport layer 
d) Physical layer 
Answer: b 
Explanation: In open systems, a virtual terminal (VT) is an application service. It allows host terminals on a 
multi-user network to interact with other hosts regardless of terminal type and characteristics. 
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8. TCP/IP is related to __________ 
a) ARPANET 
b) OSI 
c) DECNET 
d) ALOHA 
Answer: a 
Explanation: In 1983, TCP/IP protocols replaced NCP (Network Control Program) as the ARPANET’s 
principal protocol. And ARPANET then became one component of the early Internet. The starting point for 
host-to-host communication on the ARPANET in 1969 was the 1822 protocol, which defined the 
transmission of messages to an IMP. 
 
9. A device operating at network layer is called __________ 
a) Router 
b) Equalizer 
c) Bridge 
d) Repeater 
Answer: a 
Explanation: A router is a networking device that forwards data packets between computer networks. 
Routers perform the traffic directing functions on the Internet. It supports different network layer 
transmission standards. Each network interface is used to enable data packets to be forwarded from one 
transmission system to another. 
 
10.  A device operating at physical layer is called __________ 
a) Router 
b) Equalizer 
c) Bridge 
d) Repeater 
Answer: d 
Explanation: A repeater connects two segments of your network cable. It retimes and regenerates the 
signals to proper amplitudes and sends them to the other segments. Repeaters work only at the physical 
layer of the OSI network model. 
 
11. Several protocols for upper layers in bluetooth use _________ 
a) UDP 
b) HSP 
c) ITC 
d) L2CAP 
Answer: d 
Explanation: L2CAP is Logical Link, Control Adaptation Protocol Layer. The logical unit link control 
adaptation protocol is equivalent to logical link control sub layer of LAN. The ACL link uses L2CAP for data 
exchange. The various function of L2CAP is segmentation and reassembly, multiplexing and quality of 
service. 
 
12. Protocols are set of rules to govern _________ 
a) Communication 
b) Standard 
c) Metropolitan communication 
d) Bandwidth 
Answer: a 
Explanation: A protocol is a set of rules that governs the communications between computers on a network. 
These rules include guidelines that regulate the characteristics of a network including access method, 
allowed physical topologies, types of cabling, and speed of data transfer. 
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13.  An internet is a __________ 
a) Collection of WANS 
b) Network of networks 
c) Collection of LANS 
d) Collection of identical LANS and WANS 
Answer: b 
Explanation: Internet is a massive network of networks, a networking infrastructure. It connects millions of 
computers together globally, forming a network in which any computer can communicate with any other 
computer as long as they are both connected to the Internet. 
 
14.  Checksum is used in Internet by several protocols although not at the _________ 
a) Session layer 
b) Transport layer 
c) Network layer 
d) Data link layer 
Answer: d 
Explanation: The checksum is used in the Internet by several protocols although not at the data link layer. 
Like linear and cyclic codes, the checksum is based on the concept of redundancy. Several protocols still 
use the checksum for error detection. 
15.  
16. In version field of IPv4 header, when machine is using some other version of IPv4 then datagram is 
__________ 
a) Discarded 
b) Accepted 
c) Interpreted 
d) Interpreted incorrectly 
Answer: a 
Explanation: A 4 bit field defines the version of IPv4 protocol. This field tells the software running in the 
processing machine that the datagram has the format of version 4. If the machine is using some other 
version of IPv4, the datagram is discarded rather than interpreted incorrectly. 
 
17. Network layer at source is responsible for creating a packet from data coming from another ________ 
a) Station 
b) Link 
c) Node 
d) Protocol 
Answer: d 
Explanation: ‘The network layer at the source is responsible for creating a packet from the data coming 
from another’ protocol (such as a transport layer protocol or a routing protocol). The network layer is 
responsible for checking its routing table to find the routing information. 
 
18. Header of datagram in IPv4 has _________ 
a) 0 to 20 bytes 
b) 20 to 40 bytes 
c) 20 to 60 bytes 
d) 20 to 80 bytes 
Answer: c 
Explanation: IP header length is a minimum of 20 bytes and a maximum of 60 bytes. The minimum value 
for this field is 5, which is a length of 5×32 = 160 bits = 20 bytes. Being a 4-bit value, the maximum length is 
15 words (15×32 bits) or 480 bits = 60 bytes. 
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19. In IPv4 layer, datagram is of ________ 
a) Fixed length 
b) Variable length 
c) Global length 
d) Zero length 
Answer: b 
Explanation: ‘IPv4 is a connectionless protocol used for packet switched networks. It operates on best effort 
delivery model, in which neither delivery is guaranteed, nor proper sequencing or avoidance of duplicate 
delivery is assured. The size of the datagram header can be of variable length from 20 bytes to 60 bytes.’ 
 
20. In IPv4, service type of service in header field, first 3 bits are called ______ 
a) Type of service 
b) Code bits 
c) Sync bits 
d) Precedence bits 
Answer: d 
Explanation: The 8-bit ToS (type of service) in IPv4 uses 3 bits for IP Precedence, 4 bits for ToS with the 
last bit not being used. The 4-bit ToS field, although defined, has never been used. 
 
21. Which is a link layer protocol? 
a) ARP 
b) TCP 
c) UDP 
d) HTTP 
Answer: b 
Explanation: ‘In computer networking, the link layer is the lowest layer in the Internet Protocol Suite. It is 
commonly known as TCP/IP, the networking architecture of the Internet. It is described in RFC 1122 and 
RFC 1123.’ 
 
22.  Which protocol is commonly used to retrieve email from a mail server? 
a) FTP 
b) IMAP 
c) HTML 
d) TELNET 
Answer: b 
Explanation: ‘The Internet Message Access Protocol (IMAP) is a mail protocol used for accessing email on 
a remote web server from a local client. IMAP is the most commonly used Internet mail protocols for 
retrieving emails. It is supported by all modern email clients and web servers.’ 
 
23. How many layers are present in the Internet protocol stack (TCP/IP model)? 
a) 5 
b) 7 
c) 6 
d) 10 
Answer: a 
Explanation: There are five layers in the Internet Protocol stack. The five layers in Internet Protocol stack is 
Application, Transport, Network, Data link and Physical layer. The internet protocol stack model is also 
called the TCP/IP model and it’s used in modern Internet Communication. 
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24.  The number of layers in ISO OSI reference model is __________ 
a) 5 
b) 7 
c) 6 
d) 10 
Answer: b 
Explanation: The seven layers in ISO OSI reference model is Application, Presentation, Session, Transport, 
Network, Data link and Physical layer. OSI stands for Open System Interconnect and it is a generalized 
model. 
 
25. Which of the following layers is an addition to OSI model when compared with TCP IP model? 
a) Application layer 
b) Presentation layer 
c) Session layer 
d) Session and Presentation layer 
Answer: d 
Explanation: The only difference between OSI model and TCP/IP model is that the functions of 
Presentation and Session layer in the OSI model are handled by the transport layer itself in TCP/IP. OSI is 
a generalized model and TCP/IP is an application specific model. 
 
26. Application layer is implemented in ____________ 
a) End system 
b) NIC 
c) Ethernet 
d) Packet transport 
Answer: a 
Explanation: Not only application layer, but presentation layer, session layer and transport layer are also 
implemented in the end system. The layers below are implemented outside the end system, for example, 
the network layer is implemented on the routers and the physical layer is implemented for the medium. 
 
27.  Transport layer is implemented in ______________ 
a) End system 
b) NIC 
c) Ethernet 
d) Signal transmission 
Answer: a 
Explanation: Application, Presentation, Session and Transport layer are implemented in the end system. 
The transport layer handles the process to process delivery of the packet through ports. 
 
28. The functionalities of the presentation layer include ____________ 
a) Data compression 
b) Data encryption 
c) Data description 
d) All of the mentioned 
Answer: d 
Explanation: Some functions of the presentation layer include character-code translation, data conversion, 
data encryption and decryption, and data translation. It connects the application layer with the layers below 
converting the human readable text and media to machine readable format and vice-versa. 
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29. Delimiting and synchronization of data exchange is provided by __________ 
a) Application layer 
b) Session layer 
c) Transport layer 
d) Link layer 
Answer: b 
Explanation: The session layer provides the mechanism for opening, closing and managing a session 
between end-user application processes. The session layer 5 is responsible for establishing managing 
synchronizing and terminating sessions. In TCP/IP protocol stack, the functions of the session layer are 
handled by the transport layer itself and thus the session layer is missing from the TCP/IP model. 
 
30. In OSI model, when data is sent from device A to device B, the 5th layer to receive data at B is 
_________ 
a) Application layer 
b) Transport layer 
c) Link layer 
d) Session layer 
Answer: d 
Explanation: In OSI reference model, the fifth layer is Session layer. Session layer provides the mechanism 
for opening, closing and managing a session between end-user application processes. In TCP/IP protocol 
stack, the functions of the session layer are handled by the transport layer itself and thus the session layer 
is missing from the TCP/IP model. 
 
31. In TCP IP Model, when data is sent from device A to device B, the 5th layer to receive data at B is 
____________ 
a) Application layer 
b) Transport layer 
c) Link layer 
d) Session layer 
Answer: a 
Explanation: In TCP/IP model, the fifth layer is application layer. When data is sent from device A to device 
B, the 5th layer to receive data at B is application layer. Application layer provides the interface between 
applications and the network. The user interacts with only this layer. 
 
32. In the OSI model, as a data packet moves from the lower to the upper layers, headers are _______ 
a) Added 
b) Removed 
c) Rearranged 
d) Randomized 
Answer: b 
Explanation: In OSI reference model, when data packet moves from lower layers to higher layer, headers 
get removed. Whereas when the data packet moves from higher layer to lower layers, headers are added. 
These headers contain the essential control information for the protocols used on the specific layer. 
 
33.  Which of the following statements can be associated with OSI model? 
a) A structured way to discuss and easier update system components 
b) One layer may duplicate lower layer functionality 
c) Functionality at one layer no way requires information from another layer 
d) It is an application specific network model 
Answer: c 
Explanation: One layer may use the information from another layer, for example timestamp value. The 
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information is contained in the header inserted by the previous layer. The headers are added as the packet 
moves from higher layers to the lower layers. 
 
34. How many layers are present in the Internet protocol stack (TCP/IP model)? 
a) 5 
b) 7 
c) 6 
d) 10 
Answer: a 
Explanation: There are five layers in the Internet Protocol stack. The five layers in Internet Protocol stack is 
Application, Transport, Network, Data link and Physical layer. The internet protocol stack model is also 
called the TCP/IP model and it’s used in modern Internet Communication. 
 
35. The number of layers in ISO OSI reference model is __________ 
a) 5 
b) 7 
c) 6 
d) 10 
Answer: b 
Explanation: The seven layers in ISO OSI reference model is Application, Presentation, Session, Transport, 
Network, Data link and Physical layer. OSI stands for Open System Interconnect and it is a generalized 
model. 
 
36.  Which of the following layers is an addition to OSI model when compared with TCP IP model? 
a) Application layer 
b) Presentation layer 
c) Session layer 
d) Session and Presentation layer 
Answer: d 
Explanation: The only difference between OSI model and TCP/IP model is that the functions of 
Presentation and Session layer in the OSI model are handled by the transport layer itself in TCP/IP. OSI is 
a generalized model and TCP/IP is an application specific model. 
 
37. Application layer is implemented in ____________ 
a) End system 
b) NIC 
c) Ethernet 
d) Packet transport 
Answer: a 
Explanation: Not only application layer, but presentation layer, session layer and transport layer are also 
implemented in the end system. The layers below are implemented outside the end system, for example, 
the network layer is implemented on the routers and the physical layer is implemented for the medium. 
 
38. Transport layer is implemented in ______________ 
a) End system 
b) NIC 
c) Ethernet 
d) Signal transmission 
Answer: a 
Explanation: Application, Presentation, Session and Transport layer are implemented in the end system. 
The transport layer handles the process to process delivery of the packet through ports. 
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39. The functionalities of the presentation layer include ____________ 
a) Data compression 
b) Data encryption 
c) Data description 
d) All of the mentioned 
Answer: d 
Explanation: Some functions of the presentation layer include character-code translation, data conversion, 
data encryption and decryption, and data translation. It connects the application layer with the layers below 
converting the human readable text and media to machine readable format and vice-versa. 
 
40. Delimiting and synchronization of data exchange is provided by __________ 
a) Application layer 
b) Session layer 
c) Transport layer 
d) Link layer 
Answer: b 
Explanation: The session layer provides the mechanism for opening, closing and managing a session 
between end-user application processes. The session layer 5 is responsible for establishing managing 
synchronizing and terminating sessions. In TCP/IP protocol stack, the functions of the session layer are 
handled by the transport layer itself and thus the session layer is missing from the TCP/IP model. 
 
41. In OSI model, when data is sent from device A to device B, the 5th layer to receive data at B is 
_________ 
a) Application layer 
b) Transport layer 
c) Link layer 
d) Session layer 
Answer: d 
Explanation: In OSI reference model, the fifth layer is Session layer. Session layer provides the mechanism 
for opening, closing and managing a session between end-user application processes. In TCP/IP protocol 
stack, the functions of the session layer are handled by the transport layer itself and thus the session layer 
is missing from the TCP/IP model. 
 
42.  In TCP IP Model, when data is sent from device A to device B, the 5th layer to receive data at B is 
____________ 
a) Application layer 
b) Transport layer 
c) Link layer 
d) Session layer 
Answer: a 
Explanation: In TCP/IP model, the fifth layer is application layer. When data is sent from device A to device 
B, the 5th layer to receive data at B is application layer. Application layer provides the interface between 
applications and the network. The user interacts with only this layer. 
 
43.  In the OSI model, as a data packet moves from the lower to the upper layers, headers are _______ 
a) Added 
b) Removed 
c) Rearranged 
d) Randomized 
Answer: b 
Explanation: In OSI reference model, when data packet moves from lower layers to higher layer, headers 
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get removed. Whereas when the data packet moves from higher layer to lower layers, headers are added. 
These headers contain the essential control information for the protocols used on the specific layer. 
 
44. Which of the following statements can be associated with OSI model? 
a) A structured way to discuss and easier update system components 
b) One layer may duplicate lower layer functionality 
c) Functionality at one layer no way requires information from another layer 
d) It is an application specific network model 
Answer: c 
Explanation: One layer may use the information from another layer, for example timestamp value. The 
information is contained in the header inserted by the previous layer. The headers are added as the packet 
moves from higher layers to the lower layers. 
 
45. OSI stands for __________ 
a) open system interconnection 
b) operating system interface 
c) optical service implementation 
d) open service Internet 
Answer: a 
Explanation: OSI is the abbreviation for Open System Interconnection. OSI model provides a structured 
plan on how applications communicate over a network, which also helps us to have a structured plan for 
troubleshooting. It is recognized by the ISO as the generalized model for computer network i.e. it can be 
modified to design any kind of computer network. 
 
46. The number of layers in ISO OSI reference model is __________ 
a) 4 
b) 5 
c) 6 
d) 7 
Answer: d 
Explanation: In OSI reference model, there are 7 layers namely Application, Presentation, Session, 
Transport, Network, Data Link and Physical layer. Each layer uses a protocol to perform its designated 
function, for example, the data link layer uses error detection protocols for error control functions. 
 
47. TCP/IP model does not have ______ layer but OSI model have this layer. 
a) session layer 
b) transport layer 
c) application layer 
d) network layer 
Answer: a 
Explanation: In OSI reference model, there are two layers which are not present in TCP/IP model. They are 
Presentation and Session layer. The functions of Presentation and Session layer in the OSI model are 
handled by the transport layer itself in TCP/IP. 
 
48.  Which layer is used to link the network support layers and user support layers? 
a) session layer 
b) data link layer 
c) transport layer 
d) network layer 
Answer: c 
Explanation: Physical, data link and network layers are network support layers and session, presentation 
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and application layers are user support layers. The transport layer links these layers by segmenting and 
rearranging the data. It uses protocols like TCP and UDP. 
 
49. Which address is used on the internet for employing the TCP/IP protocols? 
a) physical address and logical address 
b) port address 
c) specific address 
d) all of the mentioned 
Answer: d 
Explanation: The physical, logical, port and specific addresses are used in TCP/IP protocol. All the 
addressing schemes, that is physical (MAC) and logical address, port address and specific address are 
employed in both TCP/IP model and OSI model. In TCP/IP, the addresses are more focused on the internet 
implementation of these addresses. 
 
50.  TCP/IP model was developed _____ the OSI model. 
a) prior to 
b) after 
c) simultaneous to 
d) with no link to 
Answer: a 
Explanation: Several TCP/IP prototypes were developed at multiple research centers between 1978 and 
1983, whereas OSI reference model was developed in the year 1984. TCP/IP was developed with the 
intention to create a model for the Internet while OSI was intended to be a general network model. 
 
51. Which layer is responsible for process to process delivery in a general network model? 
a) network layer 
b) transport layer 
c) session layer 
d) data link layer 
Answer: b 
Explanation: The role of Transport layer (Layer 4) is to establish a logical end to end connection between 
two systems in a network. The protocols used in Transport layer is TCP and UDP. The transport layer is 
responsible for segmentation of the data. It uses ports for the implementation of process-to-process 
delivery. 
 
52.  Which address is used to identify a process on a host by the transport layer? 
a) physical address 
b) logical address 
c) port address 
d) specific address 
Answer: c 
Explanation: A port number is a way to identify a specific process to which an Internet or other network 
message is to be forwarded when it arrives at a server. Some examples of port numbers are port 20 which 
is used for FTP data, port 22 which is used for SSH remote login ,and port 23 which is used for TELNET. 
 
53. Which layer provides the services to user? 
a) application layer 
b) session layer 
c) presentation layer 
d) physical layer 
Answer: a 
Explanation: In networking, a user mainly interacts with application layer to create and send information to 
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other computer or network. Application layer provides the interface between applications and the network. It 
is the top-most layer in both the TCP/IP and the OSI model. 
 
54. Transmission data rate is decided by ____________ 
a) network layer 
b) physical layer 
c) data link layer 
d) transport layer 
Answer: b 
Explanation: Physical layer is a layer 1 device which deals with network cables or the standards in use like 
connectors, pins, electric current used etc. Basically the transmission speed is determined by the cables 
and connectors used. Hence it is physical layer that determines the transmission speed in network. Some 
of the cables used for high speed data transmission are optical fiber cables and twisted pair cables. 
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03 – Physical layer Marks:-14 

Content of Chapter:- 
3.1 Multiplexing: Basic concept, Frequency-Division Multiplexing, Wavelength-Division Multiplexing, 

Synchronous Time-Division Multiplexing, Statistical Time- Division Multiplexing 
3.2 Transmission medium: classification based on electromagnetic wave spectrum  
3.3 Guided Media -Twisted pair (UTP,STP) cable -connector, Coaxial cable - connector, Fiber-optic cable -

connector, performance and applications 
3.4 Unguided Media-Radio waves, microwaves, Infrared and their 

applications 
3.5 Modems: classifications : Broadband modem, DSL —ADSL,HDSL,VDSL 
3.6 Switching: Circuit-switched networks, Packet switched networks Datagram approach, virtual circuit approach. 

 
1. The sharing of a medium and its link by two or more devices is called _________ 
a) Fully duplexing 
b) Multiplexing 
c) Micropleixng 
d) Duplexing 
Answer: b 
Explanation: Multiplexing is a method using which one can send multiples signals through a shared 
medium at the same time. This helps in using less resources and thus saving the cost of sending 
messages. 
 
2.  Multiplexing is used in _______ 
a) Packet switching 
b) Circuit switching 
c) Data switching 
d) Packet & Circuit switching 
Answer: b 
Explanation: Circuit switching is a switching method by which one can obtain a physical path between end 
points. Circuit switching method is also called a connection oriented network. Two nodes must be 
physically and logically connected to each other to create a circuit switching network. 
 
3. Which multiplexing technique used to transmit digital signals? 
a) FDM 
b) TDM 
c) WDM 
d) FDM & WDM 
Answer: b 
Explanation: TDM abbreviation for Time Division Multiplexing is a method used for digital signals. Whereas 
FDM and WDM abbreviation for Frequency Division Multiplexing, and Wavelength Division Multiplexing, are 
used for analog signals. TDM is used in applications like ISDN (Integrated Services Digital Network) and 
PSTN (Public Switched Telephone Network). 
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4. If there are n signal sources of same data rate, then the TDM link has _______ slots. 
a) n 
b) n/2 
c) n*2 
d) 2n 
Answer: a 
Explanation: In TDM, the total unit of time is divided equally among all the signal sources and each and 
every source has access to the complete channel bandwidth during its allotted time slot. When the time slot 
of the source is not active, it remains idle and waits for its slot to begin. 
 
5.  If link transmits 4000frames per second, and each slot has 8 bits, the transmission rate of circuit this 
TDM is _________ 
a) 32kbps 
b) 500bps 
c) 500kbps 
d) 32bps 
Answer: a 
Explanation: Transmission rate= frame rate * number of bits in a slot. 
Given: Frame rate = 4000/sec and number of bits in slot = 8 
Thus, Transmission rate = (4000 * 8) bps 
= 32000bps 
= 32kbps 
 
6. The state when dedicated signals are idle are called __________ 
a) Death period 
b) Poison period 
c) Silent period 
d) Stop period 
Answer: c 
Explanation: There are instances when connection between two endpoints has been established, but no 
communication or transfer of messages occurs. This period of time is called silent period. The silent period 
ends when either of the two endpoints starts the communication. 
 
7. Multiplexing provides _________ 
a) Efficiency 
b) Privacy 
c) Anti jamming 
d) Both Efficiency & Privacy 
Answer: d 
Explanation: Multiplexing helps us to transfer our messages over a shared channel. This brings up the 
issue of privacy and efficiency. Fortunately, Multiplexing has high efficiency and high privacy when 
implemented because in the implementation, the transport layer of the OSI network model handles the 
function of multiplexing through interfaces called ports which provide the required efficiency and privacy. 
 
8. In TDM, the transmission rate of a multiplexed path is always _______ the sum of the transmission 
rates of the signal sources. 
a) Greater than 
b) Lesser than 
c) Equal to 
d) Equal to or greater than 
Answer: a 
Explanation: In TDM the transmission rate provided by the path that is multiplexed will always be greater 
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than the sum of transmission rates of the single sources. This happens because the transmission rate is 
provided to each source only for a small period of time. 
 
9.  In TDM, slots are further divided into _________ 
a) Seconds 
b) Frames 
c) Packets 
d) Bits 
Answer: b 
Explanation: TDM is the abbreviation for Time division multiplexing. It is technique for combining several 
low rate channels to a single high rate channel. For a certain time slot, the several channels could use the 
maximum bandwidth. Each channel is inactive for a period of time too. Some other multiplexing techniques 
are Frequency division multiplexing and Phase division multiplexing. 
 
10. WDM stands for? 
a) Wave division multiplexing 
b) Wavelength division multiplexing 
c) Wavelength dependent multiplexing 
d) Wave dependent multiplexing 
Answer: b 
Explanation: It stands for Wavelength division multiplexing. It has same general architecture as FDM. FDM 
is frequency division multiplexing. 
 
11.  In TDM, the samples occupy adjacent time slots. 
a) True 
b) False 
Answer: a 
Explanation: The statement is true. The TDM technique is based on sampling and they occupy adjacent 
slots and are transmitted in a sequence. 
 
12. In this type of multiplexing time slots are preassigned to sources and fixed. 
a) TDM 
b) Synchronous TDM 
c) Asynchronous TDM 
d) FDM 
Answer: b 
Explanation: TDM is time division multiplexing. Data rate of medium exceeds data rate of digital signal to be 
transmitted. 
 
13. Controlling the frequency is referred as _________ 
a) frequency modulation 
b) hertz modulation 
c) amplitude modulation 
d) phase modulation 
Answer: a 
Explanation: It is referred to as frequency modulation. When there is a change in frequency, it is referred to 
as frequency modulation. 
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14. A technique that can be a solution to the problem of synchronizing data sources. 
a) framing 
b) data link control 
c) full link control 
d) pulse stuffing 
Answer: d 
Explanation: Pulse stuffing is a technique that can be a solution to the problem of synchronizing data 
sources. In pulse stuffing, the outgoing data rate is higher than sum of incoming rates. 
 
15. For voice, each channel contains a ___ word of digitized data. 
a) 2 
b) 1 
c) 0 
d) 4 
Answer: b 
Explanation: In digital carrier systems, for voice each channel contains one word of digitized data. The data 
rate is 1.544 Mbps. Five out of six frames have 8 bit PCM samples. 
 
16. Many time slots are wasted in __________ 
a) TDM 
b) Synchronous TDM 
c) Asynchronous TDM 
d) FDM 
Answer: b 
Explanation: In Synchronous TDM, many time slots are wasted. Other techniques can help overcome this 
problem. 
 
17. Many time slots are wasted in __________ 
a) TDM 
b) Synchronous TDM 
c) Asynchronous TDM 
d) FDM 
Answer: b 
Explanation: In Synchronous TDM, many time slots are wasted. Other techniques can help overcome this 
problem. 
 
18. A technique that allocates time slots dynamically. 
a) TDM 
b) WDM 
c) Dynamic TDM 
d) Statistical TDM 
Answer: d 
Explanation: Statistical TDM assigns time slots dynamically. They are allocated based on demand. 
Multiplexer scans input lines and collects data until the frame is full. 
 
 
 
 
 
 
 



Page 28 of 53 
 

19.  A system in which two channels are dedicated to transfer data. 
a) TV 
b) Cable 
c) Modem 
d) Cable modem 
Answer: d 
Explanation: A cable modem has two dedicated channels from cable TV provider dedicated to data 
transfer. One in each direction. 
 
20. In this technique, there is a link between subscriber and network and a local loop. 
a) SSDL 
b) DSDL 
c) ASDL 
d) TSDL 
Answer: c 
Explanation: In ASDL, there is a link between the subscriber and the network. It uses currently installed 
twisted pair cable. 
 
21. Multiplexing increases the number of communication channels for transmission. 
a) True 
b) False 
Answer: a 
Explanation: Multiplexing is the process of simultaneously transmitting two or more individual signals over a 
single communication channel, cable or wireless. In effect, it increases the number of communication 
channels so that more information can be transmitted. 
 
22. In which of the following systems multiplexing is not necessary? 
a) Telemetry 
b) TV broadcasting 
c) Satellites 
d) Continuous wave transmission 
Answer: d 
Explanation: Continuous wave transmission such as morse code, multiplexing is not necessary since only 
two voltage levels are present and each bit is sent one by one. Also, only one information signal is 
transmitted whereas in telemetry, TV and satellite communications numerous information is transmitted 
hence multiplexing is required. 
 
23. Time division multiplexing: Digital signal:: Frequency division multiplexing:? 
a) Pulse code modulated signal 
b) Continuous wave signals 
c) Analog signal 
d) Pulse position modulated signal 
Answer: c 
Explanation: The two most common types of multiplexing are frequency-division multiplexing (FDM) and 
time-division multiplexing (TDM). Two variations of these basic methods are frequency-division multiple 
access (FDMA) and time-division multiple access (TDMA). In general, FDM systems are used for analog 
information and TDM systems are used for digital information. 
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24. What type of multiplexing is widely used in cellphones? 
a) Time division multiplexing 
b) Frequency division multiplexing 
c) Code division multiplexing 
d) Spatial multiplexing 
Answer: c 
Explanation: Another form of multiple accesses is known as code-division multiple access (CDMA). It is 
widely used in cell phone systems to allow many cell phone subscribers to use a common bandwidth at the 
same time. This system uses special codes assigned to each user that can be identified. CDMA uses a 
technique called spread spectrum to make this type of multiplexing possible. 
 
25. The transmission of multiple signals in a common frequency without interference is called _______ 
a) Time division multiplexing 
b) Frequency division multiplexing 
c) Code division multiplexing 
d) Spatial multiplexing 
Answer: d 
Explanation: Spatial multiplexing is the term used to describe the transmission of multiple wireless signals 
on a common frequency in such a way that they do not interfere with one another. One way of doing this is 
to use low-power transmissions so that the signals do not interfere with one another. When very low power 
is used, the signals do not travel very far. The transmission distance is a function of the power level, 
frequency, and antenna height. 
 
26. For frequency division multiplexing who defines the channel bandwidth? 
a) FCC 
b) ARNIC 
c) FAA 
d) CCA 
Answer: a 
Explanation: The bandwidths of radio channels vary, and are usually determined by FCC regulations and 
the type of radio service involved. Regardless of the type of channel, a wide bandwidth can be shared for 
the purpose of transmitting many signals at the same time. 
 
27. What is the individual carrier frequency of each signal called? 
a) Subcarrier 
b) Frequency carrier 
c) Modulated carrier 
d) Coded carrier 
Answer: a 
Explanation: Each signal to be transmitted feeds a modulator circuit. The carrier for each modulator (fc) is 
on a different frequency. The carrier frequencies are usually equally spaced from one another over a 
specific frequency range. These carriers are referred to as subcarriers. 
 
28. Which circuit does the actual multiplexing process in frequency division multiplexing? 
a) Linear mixer 
b) Oscillator 
c) RF amplifier 
d) Duplexer 
Answer: a 
Explanation: The modulator outputs containing the sideband information are added algebraically in a linear 
mixer; no modulation or generation of sidebands takes place. The resulting output signal is a composite of 
all the modulated subcarriers. This signal can be used to modulate a radio transmitter or can itself be 
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transmitted over the single communication channel. Alternatively, the composite signal can become one 
input to another multiplexed system. 
 
29. Which of the following device is used to demultiplex the received signal? 
a) Allpass filters 
b) Bandpass filters 
c) Bandstop filters 
d) Differential filters 
Answer: b 
Explanation: A receiver picks up the signal and demodulates it, recovering the composite signal. This is 
sent to a group of bandpass filters, each centered on one of the carrier frequencies. Each filter passes only 
its channel and rejects all others. A channel demodulator then recovers each original input signal 
 
30. The system which uses FM for the subcarriers is called _____ 
a) FM II system 
b) FM/FM system 
c) FM/AM system 
d) 2 stage FM system 
Answer: b 
Explanation: Generally the individual signals which require multiplexing are frequency modulated. These 
signals are then added up by the mixer and the resulting output signal is again frequency modulated before 
transmission. 
 
31.  A cable TV service uses a single coaxial cable with a bandwidth of 860 MHz to transmit multiple TV 
signals to subscribers. Each TV signal is 6 MHz wide. How many channels can be carried? 
a) 143 
b) 123 
c) 100 
d) 150 
Answer: a 
Explanation: Total channels = 860/6 = 143.33 or 143. 
 
32.  Frequency division multiplexing:Frequency slots::time division multiplexing:? 
a) Time slots 
b) Coded information 
c) Pulsed information 
d) Band slots 
Answer: a 
Explanation: In FDM, multiple signals are transmitted over a single channel, each signal being allocated a 
portion of the spectrum within that bandwidth. In time-division multiplexing (TDM), each signal occupies the 
entire bandwidth of the channel. However, each signal is transmitted for only a brief time. In other words, 
multiple signals take turns transmitting over the single channel. 
 
33. Serial transmission is not possible without time division multiplexing. 
a) True 
b) False 
Answer: a 
Explanation: In serial transmission, the data is sent via a single cable. When a clock pulse is applied to the 
shift register it transmits the information bit by bit in allocated time slots. 
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34. What device is used to demodulate a time division multiplexed analog wave? 
a) High pass filter 
b) Low pass filter 
c) Band stop filter 
d) Attenuator 
Answer: b 
Explanation: the analog signal is converted to a series of constant-width pulses whose amplitude follows 
the shape of the analog signal. The original analog signal is recovered by passing it through a low-pass 
filter. In TDM using PAM, a circuit called a multiplexer (MUX or MPX) samples multiple analog signal 
sources; the resulting pulses are interleaved and then transmitted over a single channel. 
 
35. Which of the following device was used in early TDM/PAM telemetry systems? 
a) Commuter 
b) Linear switch 
c) Logic gates 
d) DSP 
Answer: a 
Explanation: Multiplexers in early TDM/PAM telemetry systems used a form of rotary switch known as a 
commutator. Multiple switch segments were attached to the various incoming signals while a high-speed 
brush rotated by a dc motor rapidly sampled the signals as it passed over the contacts. 
 
36. What is the time allocated for each channel if the number of samples per frame is 4 and the frame rate 
is 100frames/sec? 
a) 1.2ms 
b) 3ms 
c) 2.5ms 
d) 0.54ms 
Answer: c 
Explanation: Time period for one frame = 1/100 = 0.01s = 10ms. During that 10-ms frame period, each of 
the four channels is sampled once. Each channel is thus allotted 10/4 = 2.5 ms. 
 
37. What is the purpose of one shot multivibrator? 
a) Trigger all AND gates at clock frequency 
b) Trigger all OR gates at clock frequency 
c) Trigger all AND gates at signal frequency 
d) Trigger all OR gates at signal frequency 
Answer: a 
Explanation: The one-shot multivibrator is used to trigger all the decoder AND gates at the clock frequency. 
It produces an output pulse whose duration has been set to the desired sampling interval. 
 
38.  The circuit used to regenerate clock pulses from the transmitted PAM signals is called ____ 
a) Clock demodulator circuits 
b) Timer circuits 
c) Clock receiving circuits 
d) Clock recovery circuits 
Answer: d 
Explanation: Instead of using a free-running clock oscillator set to the identical frequency of the transmitter 
system clock, the clock for the demultiplexer is derived from the received PAM signal itself. A circuit called 
the clock recovery circuits are typical of those used to generate the demultiplexer clock pulses. 
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39.  What are used to reduce or stop synchronization problems while receiving? 
a) Clock recovery circuits 
b) Demodulators 
c) Synchronizer 
d) Band pass filter 
Answer: a 
Explanation: Clock recovery circuits are used to remedy the synchronization problem encountered in 
demultiplexing. The clock pulse is derived from the transmitted signal so that synchronization errors are 
reduced. 
 
40.  In a four channel system, all four signals transmitted contain information. 
a) True 
b) False 
Answer: b 
Explanation: After clock pulses of the proper frequency have been obtained, it is necessary to synchronize 
the multiplexed channels. This is usually done with a special synchronizing (sync) pulse applied to one of 
the input channels at the transmitter. In the four-channel system discussed previously, only three actual 
signals are transmitted. The fourth channel is used to transmit a special pulse whose characteristics are 
unique in some way so that it can be easily recognized. 
 
41.  Which of the following is not an advantage of time division multiplexing? 
a) Signal interference is less 
b) More flexible 
c) Full channel can be used for every signal 
d) Fast data transfer 
Answer: d 
Explanation: Since the time available for transmission is shared by all the signals that are modulated, Time 
division multiplexing is not fast when compared with other multiplexing techniques. However, for 
applications such as telemetry, with a high sampling rate, the speed of time division multiplexing is 
sufficient to meet the requirements. 
 
42. Which of this is not a constituent of residential telephone line? 
a) A high-speed downstream channel 
b) A medium-speed downstream channel 
c) A low-speed downstream channel 
d) An ultra-high speed downstream channel 
Answer: c 
Explanation: A low-speed downstream channel is not a constituent of a residential telephone line. But it 
might be just a two-way telephone channel. Internet can be provided through a high-speed downstream 
channel in a residential telephone line. 
 
43. DSL telcos provide which of the following services? 
a) Wired phone access 
b) ISP 
c) Wired phone access and ISP 
d) Network routing and ISP 
Answer: c 
Explanation: DSL stands for Digital Subscriber Line and ISP stands for Internet Service Provider. In a 
Digital Subscriber Line system, the same company which provides phone connection is also an ISP. The 
internet is provided through the pre-installed telephone lines. 
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44.  The function of DSLAM is to __________ 
a) Convert analog signals into digital signals 
b) Convert digital signals into analog signals 
c) Amplify digital signals 
d) De-amplify digital signals 
Answer: a 
Explanation: DSLAM stands for Digital Subscriber Line Access Multiplexer and it’s used by Telcos to 
convert the analog signals to digital signals for the purpose of providing internet. The DSLAM located in a 
telco’s Central Office does this function. 
 
45. Which of the following terms is not associated with DSL? 
a) DSLAM 
b) CO 
c) Splitter 
d) CMTS 
Answer: d 
Explanation: CMTS stands for Cable modem termination system. It is used in cable internet access. In 
cable internet access, internet is not provided through telephone lines and the companies that provide such 
connections don’t necessarily provide telephone access. 
 
46. HFC contains _______ 
a) Fibre cable 
b) Coaxial cable 
c) A combination of Fibre cable and Coaxial cable 
d) Twisted Pair Cable 
Answer: c 
Explanation: Hybrid fiber-coaxial (HFC) is a telecommunications industry term for a broadband network that 
combines optical fiber and coaxial cable. It has been popularly used since the early 1990s. It is stronger 
than the optical fiber cables and faster than the co-axial cables. 
 
47. Which of the following statements is not applicable for cable internet access? 
a) It is a shared broadcast medium 
b) It includes HFCs 
c) Cable modem connects home PC to Ethernet port 
d) Analog signal is converted to digital signal in DSLAM 
Answer: d 
Explanation: CMTS stands for Cable modem termination system. In cable access analog signal is 
converted to digital signal by CMTS. In cable internet access, internet is not provided through telephone 
lines. DSLAM is used by Telecom companies. 
 
48. StarBand provides __________ 
a) FTTH internet access 
b) Cable access 
c) Telephone access 
d) Satellite access 
Answer: d 
Explanation: StarBand was a two-way satellite broadband Internet service available in the U.S. from 2000–
2015. It was discontinued from September 30 2015 due to increasing competition from other ISPs. 
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49. Home Access is provided by __________ 
a) DSL 
b) FTTP 
c) Cable 
d) All of the mentioned 
Answer: d 
Explanation: Home Internet Access is provided by DSL, FTTP, and Cable. FTTP provides the fastest 
speeds followed by the cable connections and then the DSLs. FTTP is popularly used in modern 
connections. 
 
50. Which of the following factors affect transmission rate in DSL? 
a) The gauge of the twisted-pair line 
b) Degree of electrical interfernece 
c) Shadow fading 
d) The gauge of the twisted-pair line and degree of electrical interference 
Answer: d 
Explanation: Because DSL is made of twisted wire copper pair, the gauge of twisted pair line i.e. the 
protection and electrical interference would affect the transmission rate in DSL. Unlike DSL, FTTP is not 
really affected by these factors. 
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04–  Data link layer Marks:-12 

Content of Chapter:- 
4.1 Data link layer: Flow and Error control 
4.2 Error control : Types of errors : singlebit and Burst errors Error detection andcorrection —Hamming code, linear 

block code, CRC, checksum 
4.3 Flow Control: Framing ,Flow and Error Control,Noiseless and Noisy Channels - Stop-and-wait Protocols ,Stop and 

wait ARQ Protocols 
4.4 Sliding window protocol: One bit sliding window protocol, Go-Back-N ARQ, Selective Repeat ARQ 
4.5 Point to point Protocol: service provided by PPP, Frame format PPP and Transition phases of PPP. 

 
1. The data link layer takes the packets from _________ and encapsulates them into frames for 
transmission. 
a) network layer 
b) physical layer 
c) transport layer 
d) application layer 
Answer: a 
Explanation: In computer networks, the data from application layer is sent to transport layer and is 
converted to segments. These segments are then transferred to the network layer and these are called 
packets. These packets are then sent to data link layer where they are encapsulated into frames. These 
frames are then transferred to physical layer where the frames are converted to bits. Error control and flow 
control data is inserted in the frames at the data link layer. 
 
2. Which of the following tasks is not done by data link layer? 
a) framing 
b) error control 
c) flow control 
d) channel coding 
Answer: d 
Explanation: Channel coding is the function of physical layer. Data link layer mainly deals with framing, 
error control and flow control. Data link layer is the layer where the packets are encapsulated into frames. 
 
3.Which sublayer of the data link layer performs data link functions that depend upon the type of medium? 
a) logical link control sublayer 
b) media access control sublayer 
c) network interface control sublayer 
d) error control sublayer 
Answer: b 
Explanation: Media access control (MAC) deals with transmission of data packets to and from the network-
interface card, and also to and from another remotely shared channel. The MAC sublayer also prevents 
collision using protocols like CSMA/CD. 
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4. Header of a frame generally contains ______________ 
a) synchronization bytes 
b) addresses 
c) frame identifier 
d) all of the mentioned 
Answer: d 
Explanation: In a frame, the header is a part of the data that contains all the required information about the 
transmission of the file. It contains information like synchronization bytes, addresses, frame identifier etc. It 
also contains error control information for reducing the errors in the transmitted frames. 
 
5. Automatic repeat request error management mechanism is provided by ________ 
a) logical link control sublayer 
b) media access control sublayer 
c) network interface control sublayer 
d) application access control sublayer 
Answer: a 
Explanation: The logical link control is a sublayer of data link layer whose main function is to manage traffic, 
flow and error control. The automatic repeat request error management mechanism is provided by the LLC 
when an error is found in the received frame at the receiver’s end to inform the sender to re-send the 
frame. 
 
6. When 2 or more bits in a data unit has been changed during the transmission, the error is called 
____________ 
a) random error 
b) burst error 
c) inverted error 
d) double error 
Answer: b 
Explanation: When a single bit error occurs in a data, it is called single bit error. When more than a single 
bit of data is corrupted or has error, it is called burst error. If a single bit error occurs, the bit can be simply 
repaired by inverting it, but in case of a burst error, the sender has to send the frame again. 
 
7.  CRC stands for __________ 
a) cyclic redundancy check 
b) code repeat check 
c) code redundancy check 
d) cyclic repeat check 
Answer: a 
Explanation: Cyclic redundancy check is a code that is added to a data which helps us to identify any error 
that occurred during the transmission of the data. CRC is only able to detect errors, not correct them. CRC 
is inserted in the frame trailer. 
 
8. Which of the following is a data link protocol? 
a) ethernet 
b) point to point protocol 
c) hdlc 
d) all of the mentioned 
Answer: d 
Explanation: There are many data link layer protocols. Some of them are SDLC (synchronous data link 
protocol), HDLC (High level data link control), SLIP (serial line interface protocol), PPP (Point to point 
protocol) etc. These protocols are used to provide the logical link control function of the Data Link Layer. 
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9. Which of the following is the multiple access protocol for channel access control? 
a) CSMA/CD 
b) CSMA/CA 
c) Both CSMA/CD & CSMA/CA 
d) HDLC 
Answer: c 
Explanation: In CSMA/CD, it deals with detection of collision after collision has occurred, whereas 
CSMA/CA deals with preventing collision. CSMA/CD is abbreviation for Carrier Sensing Multiple 
Access/Collision detection. CSMA/CA is abbreviation for Carrier Sensing Multiple Access/Collision 
Avoidance. These protocols are used for efficient multiple channel access. 
 
10. The technique of temporarily delaying outgoing acknowledgements so that they can be hooked onto the 
next outgoing data frame is called ____________ 
a) piggybacking 
b) cyclic redundancy check 
c) fletcher’s checksum 
d) parity check 
Answer: a 
Explanation: Piggybacking is a technique in which the acknowledgment is temporarily delayed so as to be 
hooked with the next outgoing data frame. It saves a lot of channel bandwidth as in non-piggybacking 
system, some bandwidth is reserved for acknowledgement. 
 
11. Five channels, each with a 100-kHz bandwidth, are to be multiplexed together. What is the minimum 
bandwidth of the link if there is a need for a guard band of 10 kHz between the channels to prevent 
interference? 
a) 4600 kHz 
b) 500 kHz 
c) 540 kHz 
d) 580 kHz 
Answer: c 
Explanation: For five channels, we need at least four guard bands. This means that the required bandwidth 
is at least 5 × 100 + 4 × 10 = 540 kHz. 
 
12. Find the checksum byte for the fallowing data words: 10110011, 10101011, 01011010, 11010101 
a) 10001101 
b) 01110010 
c) 10110101 
d) 01110010 
Answer: a 
Explanation: Do binary addition to compute the result. 
 
13. Generate the CRC codeword for the message x3+1 using the generator polynomial x3+x+1. 
a) 1001101 
b) 1001001 
c) 1001110 
d) 1001111 
Answer: c 
Explanation: M(x) = 1001. G(x) = 1011. 
x3*M(x) = 1001000. 
On Dividing we get remainder as 110. Therefore, Codeword is 1001110. 
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14. Generate the CRC codeword for the data word 1101011011 using generator 10011. Also write both in 
the polynomial form. 
a) 11010110110011 
b) 11010110110110 
c) 11010110111100 
d) 11010110111110 
Answer: d 
Explanation: Solve using polynomial division and then appending the remainder to the divisor. 
 
15. What is the hamming distance between these 2 codes: 10010010 and 11011001? 
a) 3 
b) 4 
c) 6 
d) 2 
Answer: b 
Explanation: Hamming distance is number of dissimilar bits between 2 streams. 
 
16. What is the hamming code for the data: 1001101? 
a) 10011100101 
b) 11010000101 
c) 10001100101 
d) 11111001011 
Answer: a 
Explanation:Find the 1st 2nd 4th and 8th bits using the hamming algorithm and thus proceed to get the 
hamming code. 
 
17.10010100101 is the code received. Find the error bit. 
a) 7 
b) 5 
c) 2 
d) 3 
Answer: a 
Explanation: Error occurs in bit 7 and can be found via hamming code. 
 
17. The channel capacity is 100Mbps, the frame length is 10000 bits and the arrival rate is 5000 
frames/sec. Calculate the mean time delay. 
a) 400 µsec 
b) 20 msec 
c) 2000 µsec 
d) 200 µsec 
Answer: d 
Explanation: T = 200 µsec from T= 1/(μC-λ). 
 
18. The most common hamming codes are a generalized version of? 
a) Hamming(7, 4) code 
b) Hamming(8, 4) code 
c) Hamming(6, 3) code 
d) Hamming(5, 7) code 
Answer: a 
Explanation: The most common hamming codes generalize to form hamming(7, 4) code. It encodes four 
bits of data into seven bits by adding three parity bits. 
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19.  What is the minimal Hamming distance between any two correct codewords? 
a) 1 
b) 2 
c) 3 
d) 4 
Answer: c 
Explanation: Since we use a generalized version of Hamming(7, 4) code, the minimal hamming distance is 
3. It cannot correct burst errors. 
 
20. Why do we require hamming codes? 
a) Error correction 
b) Encryption only 
c) Decryption 
d) Bit stuffing 
Answer: a 
Explanation: Hamming codes are used for the purpose of error detection and correction. It is also used for 
channel encoding and decoding. They are linear-error correcting codes. 
 
21.  Hamming codes can be used for both single-bit error and burst error detection and correction. 
a) True 
b) False 
Answer: b 
Explanation: Hamming bits are suitable only for single-bit error detection and correction and two bit error 
detection. It is very unlikely to detect burst errors. 
 
22.  Who invented Hamming codes? 
a) Richard Hamming 
b) Ross Hamming 
c) Shannon 
d) Huffman 
Answer: a 
Explanation: Richard W. Hamming invented hamming codes in Bell Telephone Laboratory to minimize the 
errors in punched card readers. Huffman invented huffman codes. Shannon invented Shannon-Fanno 
codes. 
 
23. What is the total block length ‘n’ of a Hamming code? 
a) 2r 
b) 2r-1 
c) 2r-1-1 
d) 2r+1 
Answer: b 
Explanation: Hamming codes are a class of binary linear codes, hence r>=2. For a hamming(7, 4) code, the 
block length ‘n’ is 2r-1 where r is the parity bit. Here, r=3. 
 
24.  What is the message length ‘k’ of a Hamming(7,4) code? 
a) 2r-1 
b) 2r-r+1 
c) 2r-r-1 
d) 2r+1-r 
Answer: c 
Explanation: Hamming codes are a class of binary linear codes, hence r>=2. For a hamming(7,4) code, the 
message length ‘k’ is 2r-r-1 where r is the parity bit. Here, r=3. 
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25. What is the rate of hamming codes? 
a) 1-[r/(2r-1)] 
b) 1-(r/2r) 
c) 1+(r/2r) 
d) r/2r+1 
Answer: a 
Explanation: Rate of a hamming code is message length divided by block length (i.e.) 2r-r-1/2r-1 = 1-[r/(2r-
1)]. It is the highest rate for a minimum distance of three. 
 
26. A two-out-of-five code consists of _________ 
a) Two 0s and three 1s 
b) Three 0s and two 1s 
c) Four 0s and one 1s 
d) One 0s and four 1s 
Answer: b 
Explanation: A two-out-of-five code consists of three 0s and two 1s. Hence, it contains ten possible 
combinations to represent digits from 0-9. 
 
27. Including a parity bit along with the data surely detects the errors. 
a) true 
b) false 
Answer: b 
Explanation: If error has occurred in a data string, parity will change inorder to indicate errors. However, if 
the error occurs in parity bit, the error goes undetected. 
 
28.  ________ is the mechanism of sending data bits multiple times to ensure consistency. 
a) Repetition 
b) Duplication 
c) Mirroring 
d) Redundancy 
Answer: a 
Explanation: Repeating data bits multiple times is done to ensure consistency. If the data bit to be sent is a 
1, a n=3 repetition code will send 111. If the bits are not the same, an error has occurred. 
 
29. An Extended hamming code is also called as __________ 
a) SEDDEC 
b) SEDDED 
c) SECDED 
d) SECDEC 
Answer: c 
Explanation: An Extended Hamming code is also called as SECDED (Single Error Correction Double Error 
Detection). The most popular codes are (72, 64) code and (127,120) code. 
 
30. What is the code rate of a repetition Hamming code (3, 1)? 
a) 1 
b) 3 
c) 1/3 
d) 1.3 
Answer: c 
Explanation: The code rate of a repetition hamming code is the second number divided by the first number. 
Here, it is 1/3. 
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31. For a hamming code of parity bit m=8, what is the total bits and data bits? 
a) (255, 247) 
b) (127, 119) 
c) (31, 26) 
d) (0, 8) 
Answer: a 
Explanation: Total bits are computed as, 2m-1 = 28-1 =255. 
Data bits are computed as 2m-m-1= 28-8-1= 247. 
 
32. What is the rate of the hamming code of parity bit m=8? 
a) 0.94 
b) 0.92 
c) 0.90 
d) 0.97 
Answer: d 
Explanation: For a hamming code of parity bit 8, total bits = 255 and data bits = 247. Rate= data bits/ total 
bits 
= 247/255 = 0.969 = 0.97. 
 
33. Ethernet frame consists of ____________ 
a) MAC address 
b) IP address 
c) Default mask 
d) Network address 
Answer: a 
Explanation: The Ethernet frame has a header that contains the source and destination MAC address. 
Each MAC address is of 48 bits. 
 
34. What is start frame delimeter (SFD) in ethernet frame? 
a) 10101010 
b) 10101011 
c) 00000000 
d) 11111111 
Answer: b 
Explanation: The start frame delimiter is a 1 byte field in the Ethernet frame that indicates that the 
preceding bits are the start of the frame. It is always set to 10101011. 
 
35. MAC address is of ___________ 
a) 24 bits 
b) 36 bits 
c) 42 bits 
d) 48 bits 
Answer: d 
Explanation: MAC address is like a local address for the NIC that is used to make a local Ethernet (or wifi) 
network function. It is of 48 bits. 
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36. What is autonegotiation? 
a) a procedure by which two connected devices choose common transmission parameters 
b) a security algorithm 
c) a routing algorithm 
d) encryption algorithm 
Answer: a 
Explanation: autonegotiation is a procedure by which two connected devices choose common transmission 
parameters. It is a signaling mechanism used in Ethernet over Twisted pair cables. 
 
37. Ethernet in metropolitan area network (MAN) can be used as ___________ 
a) pure ethernet 
b) ethernet over SDH 
c) ethernet over MPLS 
d) all of the mentioned 
Answer: d 
Explanation: A metropolitan area network (MAN) that is based on Ethernet standards is called an Ethernet 
MAN. It is commonly used to connect nodes to the Internet. Businesses also use Ethernet MANs to 
connect their own offices to each other. 
 
38. A point-to-point protocol over ethernet is a network protocol for __________ 
a) encapsulating PPP frames inside ethernet frames 
b) encapsulating ehternet framse inside PPP frames 
c) for security of ethernet frames 
d) for security of PPP frames 
Answer: a 
Explanation: PPoE or Point-to-Point protocol over Ethernet was first introduced in 1999. It is popularly used 
by modern day Internet Service Providers for Dial-up connectivity. 
 
39. High speed ethernet works on _________ 
a) coaxial cable 
b) twisted pair cable 
c) optical fiber 
d) unshielded twisted pair cable 
Answer: c 
Explanation: Fast Ethernet is mostly used in networks along with Category 5 (Cat-5) copper twisted-pair 
cable, but it also works with fiber-optic cable. Based on the cable being used, There can be three types of 
Fast Ethernet. 
 
40.  The maximum size of payload field in ethernet frame is __________ 
a) 1000 bytes 
b) 1200 bytes 
c) 1300 bytes 
d) 1500 bytes 
Answer: d 
Explanation: The minimum size of the payload field is 40 bytes and the maximum size is 1500 bytes. If the 
payload size exceeds 1500 bytes, the frame is called a jumbo frame. 
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41. What is interframe gap? 
a) idle time between frames 
b) idle time between frame bits 
c) idle time between packets 
d) idle time between networks 
Answer: a 
Explanation: The inter-frame gap is the idle time for the receiver between the incoming frame flow. The 
inter-frame gap must be as low as possible for idle connections. 
 
42. An ethernet frame that is less than the IEEE 802.3 minimum length of 64 octets is called _______ 
a) short frame 
b) runt frame 
c) mini frame 
d) man frame 
Answer: b 
Explanation: An ethernet frame that is less than the IEEE 802.3 minimum length of 64 octets is called a runt 
frame. Such frames are a result of collisions or software malfunctions. 
 
43. Both HDLC and PPP are Data link layer protocols. 
a) True 
b) False 
Answer: a 
Explanation: Both HDLC and PPP both are Data link layer protocol. HDLC stands for High level Data Link 
Control and PPP stands for Point to Point Protocol. 
 
44. Which protocol does the PPP protocol provide for handling the capabilities of the connection/link on the 
network? 
a) LCP 
b) NCP 
c) Both LCP and NCP 
d) TCP 
Answer: c 
Explanation: LCP stands for Link Control Protocol and NCP stands for Network Control Protocol. LCP and 
NCP are the PPP protocols which provide interface for handling the capabilities of the connection/link on 
the network. 
 
45. The PPP protocol _________ 
a) Is designed for simple links which transport packets between two peers 
b) Is one of the protocols for making an Internet connection over a phone line 
c) Is designed for simple links which transport packets between two peers and making an Internet 
connection over a phone line 
d) Is used for sharing bandwidth 
Answer: c 
Explanation: The PPP protocol is designed for handling simple links which transport packets between two 
peers. It is a standard protocol that is used to make an Internet connection over phone lines. 
 
46. PPP provides the _______ layer in the TCP/IP suite. 
a) Link 
b) Network 
c) Transport 
d) Application 
Answer: a 
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Explanation: PPP provides function of the link layer in the TCP/IP suite. It focuses on the link between two 
nodes that is going to be used by the users to communicate. It can use pre-installed phone line for the 
purpose. 
 

47.  PPP consists of ________components 
a) Three (encapsulating, the Domain Name system) 
b) Three (encapsulating, a link control protocol, NCP) 
c) Two (a link control protocol, Simple Network Control protocol) 
d) One (Simple Network Control protocol) 
Answer: b 
Explanation: PPP consists of three components namely Link Control Protocol (LCP), Network Control 
Protocol (NCP), and Encapsulation. LCP and NCP are the PPP protocols which provide interface for 
handling the capabilities of the connection/link on the network and encapsulation provides for multiplexing 
of different network-layer protocols. 
 

48. The PPP encapsulation ____________ 
a) Provides for multiplexing of different network-layer protocols 
b) Requires framing to indicate the beginning and end of the encapsulation 
c) Establishing, configuring and testing the data-link connection 
d) Provides interface for handling the capabilities of the connection/link on the network 
Answer: a 
Explanation: Encapsulation is a part of PPP which provides means for multiplexing of different network-
layer protocols. The other two parts of PPP are Link Control Protocol and Network Control Protocol. 
 

49. A Link Control Protocol (LCP) is used for ____________ 
a) Establishing, configuring and testing the data-link connection 
b) Establishing and configuring different network-layer protocols 
c) Testing the different network-layer protocols 
d) Provides for multiplexing of different network-layer protocols 
Answer: a 
Explanation: The Link Control Protocol (LCP) is the part of PPP that is used for establishing, configuring 
and testing the data-link connection. The other two components are Network Control Protocol and 
Encapsulation. 
 

50. The link necessarily begins and ends with this phase. During the ______ phase, the LCP automata will 
be in INITIAL or STARTING states. 
a) Link-termination phase 
b) Link establishment phase 
c) Authentication phase 
d) Link dead phase 
Answer: d 
Explanation: The link necessarily begins and ends with the link dead phase. During this phase, the LCP 
automata will be in the initial or its final state. The link is non-functioning or inactive during the link dead 
phase. 
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05 –Network,Transport and Application layer Marks:-16 

Content of Chapter:- 
5.1 Network devices: Repeater, Hub, Bridge,Switches , Router, Gateway 
5.2 Network layer Logical addressing: IPv4 Addresses: address space Notations,classful and classless 

addressing, Network address translation(NAT), IPv6 addresses,Need for IPv6, Structure and address space 

5.3 Network layer-Multicast Routing Protocols :Unicast, Multicast and Broadcast routing and applications 
Transport Layer: Process to process delivery, UDP,RTP and SCTP: ports, format, operation and uses   

5.4 Application Layer services: Concept of DNS, FTP, 
5.5 Network security: Cryptography: it's Components, Block diagram of symmetric and asymmetric 

cryptography 
5.6 Security services: concepts of message and entity security services, Firewall. 

 
1.  The network layer is concerned with __________ of data. 
a) bits 
b) frames 
c) packets 
d) bytes 
Answer: c 
Explanation: In computer networks, the data from the application layer is sent to the transport layer and is 
converted to segments. These segments are then transferred to the network layer and these are called 
packets. These packets are then sent to data link layer where they are encapsulated into frames. These 
frames are then transferred to physical layer where the frames are converted to bits. 
 
2. Which one of the following is not a function of network layer? 
a) routing 
b) inter-networking 
c) congestion control 
d) error control 
Answer: d 
Explanation: In the OSI model, network layer is the third layer and it provides data routing paths for network 
communications. Error control is a function of the data link layer and the transport layer. 
 
3. A 4 byte IP address consists of __________ 
a) only network address 
b) only host address 
c) network address & host address 
d) network address & MAC address 
Answer: c 
Explanation: An ip address which is 32 bits long, that means it is of 4 bytes and is composed of a network 
and host portion and it depends on address class. The size of the host address and network address 
depends upon the class of the address in classful IP addressing. 
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4. In virtual circuit network each packet contains ___________ 
a) full source and destination address 
b) a short VC number 
c) only source address 
d) only destination address 
Answer: b 
Explanation: A short VC number also called as VCID (virtual circuit identifier) is a type of identifier which is 
used to distinguish between several virtual circuits in a connection oriented circuit switched network. Each 
virtual circuit is used to transfer data over a larger packet switched network. 
 
5. Which of the following routing algorithms can be used for network layer design? 
a) shortest path algorithm 
b) distance vector routing 
c) link state routing 
d) all of the mentioned 
Answer: d 
Explanation: The routing algorithm is what decides where a packet should go next. There are several 
routing techniques like shortest path algorithm, static and dynamic routing, decentralized routing, distance 
vector routing, link state routing, Hierarchical routing etc. The routing algorithms go hand in hand with the 
operations of all the routers in the networks. The routers are the main participants in these algorithms. 
 
6.  Which of the following is not correct in relation to multi-destination routing? 
a) is same as broadcast routing 
b) contains the list of all destinations 
c) data is not sent by packets 
d) there are multiple receivers 
Answer: c 
Explanation: In multi-destination routing, there is more than one receiver and the route for each destination 
which is contained in a list of destinations is to be found by the routing algorithm. Multi-destination routing is 
also used in broadcasting. 
 
7. A subset of a network that includes all the routers but contains no loops is called ________ 
a) spanning tree 
b) spider structure 
c) spider tree 
d) special tree 
Answer: a 
Explanation: Spanning tree protocol (STP) is a network protocol that creates a loop free logical topology for 
ethernet networks. It is a layer 2 protocol that runs on bridges and switches. The main purpose of STP is to 
ensure that you do not create loops when you have redundant paths in your network. 
 
8.  Which one of the following algorithm is not used for congestion control? 
a) traffic aware routing 
b) admission control 
c) load shedding 
d) routing information protocol 
Answer: d 
Explanation: The Routing Information Protocol (RIP) is used by the network layer for the function of 
dynamic routing. Congestion control focuses on the flow of the traffic in the network and uses algorithms 
like traffic aware routing, admission control and load shedding to deal with congestion. 
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9. The network layer protocol for internet is __________ 
a) ethernet 
b) internet protocol 
c) hypertext transfer protocol 
d) file transfer protocol 
Answer: b 
Explanation: There are several protocols used in Network layer. Some of them are IP, ICMP, CLNP, ARP, 
IPX, HRSP etc. Hypertext transfer protocol is for application layer and ethernet protocol is for data link 
layer. 
 
10. ICMP is primarily used for __________ 
a) error and diagnostic functions 
b) addressing 
c) forwarding 
d) routing 
Answer: a 
Explanation: ICMP abbreviation for Internet Control Message Protocol is used by networking devices to 
send error messages and operational information indicating a host or router cannot be reached. ICMP 
operates over the IP packet to provide error reporting functionality as IP by itself cannot report errors. 
 
11. Which is not a application layer protocol? 
a) HTTP 
b) SMTP 
c) FTP 
d) TCP 
Answer: d 
Explanation: TCP is transport layer protocol. 
 
12. The packet of information at the application layer is called __________ 
a) Packet 
b) Message 
c) Segment 
d) Frame 
Answer: b 
Explanation: For Application, Presentation and Session layers there is no data format for message. 
Message is message as such in these three layers. But when it comes to Transport, Network, Data and 
Physical layer they have data in format of segments, packets, frames and bits respectively. 
 
13. Which one of the following is an architecture paradigms? 
a) Peer to peer 
b) Client-server 
c) HTTP 
d) Both Peer-to-Peer & Client-Server 
Answer: d 
Explanation: HTTP is a protocol. 
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14. Application developer has permission to decide the following on transport layer side 
a) Transport layer protocol 
b) Maximum buffer size 
c) Both Transport layer protocol and Maximum buffer size 
d) None of the mentioned 
Answer: c 
Explanation: Application layer provides the interface between applications and the network. So application 
developer can decide what transport layer to use and what should be its maximum buffer size. 
 
15. Application layer offers _______ service. 
a) End to end 
b) Process to process 
c) Both End to end and Process to process 
d) None of the mentioned 
Answer: a 
Explanation: End to End service is provided in the application layer. Whereas process to process service is 
provided at the transport layer. 
 
16.  E-mail is _________ 
a) Loss-tolerant application 
b) Bandwidth-sensitive application 
c) Elastic application 
d) None of the mentioned 
Answer: c 
Explanation: Because it can work with available throughput. 
 
17. Pick the odd one out. 
a) File transfer 
b) File download 
c) E-mail 
d) Interactive games 
Answer: d 
Explanation: File transfer, File download and Email are services provided by the application layer and there 
are message and data oriented. 
 
18. Which of the following is an application layer service? 
a) Network virtual terminal 
b) File transfer, access, and management 
c) Mail service 
d) All of the mentioned 
Answer: d 
Explanation: The services provided by the application layer are network virtual terminal, file transfer, access 
and management, mail services, directory services, various file and data operations. 
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19. To deliver a message to the correct application program running on a host, the _______ address must 
be consulted. 
a) IP 
b) MAC 
c) Port 
d) None of the mentioned 
Answer: c 
Explanation: IP address lets you know where the network is located. Whereas MAC address is a unique 
address for every device. Port address identifies a process or service you want to carry on. 
 
20. Which is a time-sensitive service? 
a) File transfer 
b) File download 
c) E-mail 
d) Internet telephony 
Answer: d 
Explanation: Internet telephony is Loss-tolerant other applications are not. 
 
21. Transport services available to applications in one or another form _________ 
a) Reliable data transfer 
b) Timing 
c) Security 
d) All of the mentioned 
Answer: d 
Explanation: The transport services that are provided to application are reliable data transfer, security and 
timing. These are very important for proper end to end services. 
 
22. Electronic mail uses which Application layer protocol? 
a) SMTP 
b) HTTP 
c) FTP 
d) SIP 
Answer: a 
Explanation: Email uses various protocols like SMTP, IMAP and POP. The most prominent one used in 
application layer is SMTP. 
 
23. The ____________ translates internet domain and host names to IP address. 
a) domain name system 
b) routing information protocol 
c) network time protocol 
d) internet relay chat 
Answer: a 
Explanation: Domain name system is the way the internet domain names are stored and translated to IP 
addresses. The domain names systems matches the name of website to ip addresses of the website. 
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24. Which one of the following allows a user at one site to establish a connection to another site and then 
pass keystrokes from local host to remote host? 
a) HTTP 
b) FTP 
c) Telnet 
d) TCP 
Answer: c 
Explanation: Telnet is used for accessing remote computers. Using telnet a user can access computer 
remotely. With Telnet, you can log on as a regular user with whatever privileges you may have been 
granted to the specific application and data on the computer. 
 
25. Application layer protocol defines ____________ 
a) types of messages exchanged 
b) message format, syntax and semantics 
c) rules for when and how processes send and respond to messages 
d) all of the mentioned 
Answer: d 
Explanation: Application layer deals with the user interface, what message is to be sent or the message 
format, syntax and semantics. A user has access to application layer for sending and receiving messages. 
 
26. Which one of the following protocol delivers/stores mail to reciever server? 
a) simple mail transfer protocol 
b) post office protocol 
c) internet mail access protocol 
d) hypertext transfer protocol 
Answer: a 
Explanation: SMTP, abbreviation for Simple Mail Transfer Protocol is an application layer protocol. A client 
who wishes to send a mail creates a TCP connection to the SMTP server and then sends the mail across 
the connection. 
 
27. The ASCII encoding of binary data is called 
a) base 64 encoding 
b) base 32 encoding 
c) base 16 encoding 
d) base 8 encoding 
Answer: a 
Explanation: Base64 is used commonly in a number of applications including email via MIME, and storing 
complex data in XML. Problem with sending normal binary data to a network is that bits can be 
misinterpreted by underlying protocols, produce incorrect data at receiving node and that is why we use this 
code. 
 
28. Which one of the following is an internet standard protocol for managing devices on IP network? 
a) dynamic host configuration protocol 
b) simple network management protocol 
c) internet message access protocol 
d) media gateway protocol 
Answer: b 
Explanation: SNMP is a set of protocols for network management and monitoring. This protocol is included 
in the application layer. SNMP uses 7 protocol data units. 
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29. Which one of the following is not an application layer protocol? 
a) media gateway protocol 
b) dynamic host configuration protocol 
c) resource reservation protocol 
d) session initiation protocol 
Answer: c 
Explanation: Resource reservation protocol is used in transport layer. It is designed to reserve resources 
across a network for quality of service using the integrated services model. 
 
30. Which protocol is a signaling communication protocol used for controlling multimedia communication 
sessions? 
a) session initiation protocol 
b) session modelling protocol 
c) session maintenance protocol 
d) resource reservation protocol 
Answer: a 
Explanation: SIP is a signaling protocol in which its function includes initiating, maintaining and terminating 
real time sessions. SIP is used for signaling and controlling multimedia sessions. 
 
31. Which one of the following is not correct? 
a) Application layer protocols are used by both source and destination devices during a communication 
session 
b) HTTP is a session layer protocol 
c) TCP is an application layer protocol 
d) All of the mentioned 
Answer: d 
Explanation: HTTP is an application layer protocol. Whereas TCP is a transport layer protocol. 
 
32. When displaying a web page, the application layer uses the _____________ 
a) HTTP protocol 
b) FTP protocol 
c) SMTP protocol 
d) TCP protocol 
Answer: a 
Explanation: HTTP is abbreviation for hypertext transfer protocol. It is the foundation of data communication 
for world wide web. This protocol decides how the message is formatted and transmitted etc. 
 
33. Transport layer aggregates data from different applications into a single stream before passing it to 
____________ 
a) network layer 
b) data link layer 
c) application layer 
d) physical layer 
Answer: a 
Explanation: The flow of data in the OSI model flows in following manner Application -> Presentation -> 
Session -> Transport -> Network -> Data Link -> Physical. Each and every layer has its own set of 
functions and protocols to ensure efficient network performance. 
 
 
 
 
 



Page 52 of 53 
 

34. Which of the following are transport layer protocols used in networking? 
a) TCP and FTP 
b) UDP and HTTP 
c) TCP and UDP 
d) HTTP and FTP 
Answer: c 
Explanation: Both TCP and UDP are transport layer protocol in networking. TCP is an abbreviation for 
Transmission Control Protocol and UDP is an abbreviation for User Datagram Protocol. TCP is connection 
oriented whereas UDP is connectionless. 
 
35. User datagram protocol is called connectionless because _____________ 
a) all UDP packets are treated independently by transport layer 
b) it sends data as a stream of related packets 
c) it is received in the same order as sent order 
d) it sends data very quickly 
Answer: a 
Explanation: UDP is an alternative for TCP and it is used for those purposes where speed matters most 
whereas loss of data is not a problem. UDP is connectionless whereas TCP is connection oriented. 
 
36. Transmission control protocol ___________ 
a) is a connection-oriented protocol 
b) uses a three way handshake to establish a connection 
c) receives data from application as a single stream 
d) all of the mentioned 
Answer: d 
Explanation: TCP provides reliable and ordered delivery of a stream of bytes between hosts communicating 
via an IP network. Major internet applications like www, email, file transfer etc rely on TCP. TCP is 
connection oriented and it is optimized for accurate delivery rather than timely delivery. 
 
37. An endpoint of an inter-process communication flow across a computer network is called __________ 
a) socket 
b) pipe 
c) port 
d) machine 
Answer: a 
Explanation: Socket is one end point in a two way communication link in the network. TCP layer can 
identify the application that data is destined to be sent by using the port number that is bound to socket. 
 
38.  Socket-style API for windows is called ____________ 
a) wsock 
b) winsock 
c) wins 
d) sockwi 
Answer: b 
Explanation: Winsock is a programming interface which deals with input output requests for internet 
applications in windows OS. It defines how windows network software should access network services. 
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39. Which one of the following is a version of UDP with congestion control? 
a) datagram congestion control protocol 
b) stream control transmission protocol 
c) structured stream transport 
d) user congestion control protocol 
Answer: a 
Explanation: The datagram congestion control is a transport layer protocol which deals with reliable 
connection setup, teardown, congestion control, explicit congestion notification, and feature negotiation. It 
is used in modern day systems where there are really high chances of congestion. The protocol was last 
updated in the year 2008. 
 
40. A _____ is a TCP name for a transport service access point. 
a) port 
b) pipe 
c) node 
d) protocol 
Answer: a 
Explanation: Just as the IP address identifies the computer, the network port identifies the application or 
service running on the computer. A port number is 16 bits. The combination of IP address preceded with 
the port number is called the socket address. 
 
41. Transport layer protocols deals with ____________ 
a) application to application communication 
b) process to process communication 
c) node to node communication 
d) man to man communication 
Answer: b 
Explanation: Transport layer is 4th layer in TCP/IP model and OSI reference model. It deals with logical 
communication between process. It is responsible for delivering a message between network host. 
 
42.  Which of the following is a transport layer protocol? 
a) stream control transmission protocol 
b) internet control message protocol 
c) neighbor discovery protocol 
d) dynamic host configuration protocol 
Answer: a 
Explanation: The Stream Control Transmission Protocol (SCTP) is a transport layer protocol used in 
networking system where streams of data are to be continuously transmitted between two connected 
network nodes. Some of the other transport layer protocols are RDP, RUDP, TCP, DCCP, UDP etc. 
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